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Abstract: With the improvement for comprehensive and objective understanding of the network system, the research and
application of network system security metrics (NSSM) are noticed more. The quantitative evaluation of network system se-
curity is developing towards precision and objectification. NSSM can provide the objective and scientific basis for the con-
frontation of attack-defense and decision of emergency response. The global metrics of network system security is a crucial
point in the field of security metrics. From the perspective of global metrics, the status and role of global metrics in security
evaluation were pointed out. Three development stages of metrics (perceiving, cognizing and deepening) and their character-
istics were analyzed and summarized. The process of global metrics was described. The metrics models, metrics systems and
metrics tools were analyzed, and their functions, interrelations, and features in security metrics were pointed out. Then the
technical challenges of global metrics of network systems were explained in detail, and ten opportunities and challenges were
summarized in tabular form. Finally, the next direction and development trend of network system security metrics research
were forecasted. The survey shows that NSSM has a good application prospect in network security.
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XMk (FAHP, fuzzy analytic hierarchy process)
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K20 BRITEAT T X AT, Hoh g a7
o A 5 AN 7 v W HE L . IR B, X
FE AR A U AT SR R, RS HERRE
PR RALVETS, R R Tk BRI Z, H
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A TRERARRT 10 N ebrfith R, PGSR 3
I, R EPOTME. Arfntk. b, JERhME 2R
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A AR T % . COBRA AEMS 45 B 1
ANATROREEE AN AR % S5 B 75 23k 15 5 A R T 1
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